UHCTPYKLMNA MO YCTAHOBKE MPOrPAMMHOIO

OBECMEYEHMA « ugppo8Aa naamgpopmA «lokmop
1M ».

CtpaHuua
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|ycmaHoeKa npozpammHozo obecrieyeHus «Llugpposasn nnamgpopma «Jokmop MM »

I 1. [IpedsapumenbHbie mpeboeaHus

AnnapaTtHble U cuctemHble TpeboBaHuA:
CPU: 4+ sappa (x86_64)
RAM: mnHnmym 4 I'b
Owuck: o1 20 I'b cBO6OAHOIrO NPOCTPAHCTBA
CeTeBoe NOAKNIOUYEHUE: BHELWHWIA/BHYTPEHHUI IP, AOCTYN B UHTEPHET (419 YCTaHOBKM
nakeTosB)
OC: OteuyectBeHHan OC Ha 6a3e Linux. (B 4aHHOM MHCTPYKLMM paccMaTpmMBaem ANA
npoctatbl Astra Linux)

OnucaHue UcnosibsyemMmbiX KOMNOHEHTOB:

Astra Linux OnepauynoHHas cuctema. CepsepHas naatpopma Aas 3amnycka Bcex
KOMMOHEHTOB MPUAOKEHMUA.

MariaDB PenaunoHHaa CYB/[. XpaHeHne 61U3Hec-AaHHbIX NPUIOKEHMUA, YHETHbIX
3anucen u np.

.NET SDK 8.0 Cpena pa3paboTKu 1 BbINOJHEHUA NPUNOXKEHMA Ha A3bike CH.
ASP.NET Core Beb-dperimBopK oT Microsoft ans cosgaHusa APl u Be6-npunoxKeHun.
Nginx Beb-cepBep 1 06paTHbI NPOKCH.

systemd CUCTEMHbIN MeHeaKep cnyKo6.

curl / netstat YTUAUTBI ANA ANArHOCTUKN NOAKIOYEHUA, CEeTEBbIX NOPTOB U paboTbl

Beb-cepBepa.

Ucnonb3yemble yyeTHble AaHHble:
CYB/ root: JloruH: root Maponb: root2025
CYB/L, app: MoruH: doctorpm Maponb: Doctorpm2025

DononHutenbHble Tpe6oBaHUA:
Y Bac ecTb npasa root uam sudo.
[octyn K TepmuHany (SSH, pusunuecknin unmn RDP)

I Uncmpykyus

1. 3anycTUTb TEpMUHAA U BBOAUTE KOMaHZbI MO UHCTPYKLMUM.
2. Ckauaite apxmsbl gna waros 7 u 10:
a. htips://doctor-pm.gnicpm.ru /apps /apps-images /api.tar
b. https://doctor-pm.gnicpm.ru /apps /apps-images /site.tar
c. https://doctor-pm.gnicpm.ru /apps /apps-images/db.tar
3. MNposepka RDP-coeguHeHnii (ecnm ucnonbayertca):

| sudo netstat -antup | grep ESTABLISHED | grep rdp



https://doctor-pm.gnicpm.ru/apps/apps-images/api.tar
https://doctor-pm.gnicpm.ru/apps/apps-images/site.tar
https://doctor-pm.gnicpm.ru/apps/apps-images/db.tar

4, YcraHoBKa MariaDB:

sudo apt update

sudo apt install mariadb-server mariadb-client -y

sudo systemctl status mariadb

5. Y6eguTtbca, U4TO B BbiBEAEHHOM OTYeTe 6yaerT:

‘ Active: active (running)

6. MepsuuyHana HacTpoiika CYBA:

sudo mysql_secure_installation
Enter current password for root (enter for none) -> Enter

Switch to unix_socket authentication -> N -> Enter
Set root password? [Y/n] -> Y -> Enter

New password: -> root2025 -> Enter
Re-enter new password: -> root2025 -> Enter

Remove anonymous users? [Y/n] -> Y -> Enter
Disallow root login remotely? -> Y -> Enter

Remove test database and access to it? [Y/n] -> Y -> Enter

Reload privilege tables now? [Y/n] -> Y -> Enter

7. Hactpoiiku paboueii 6a3bl MariaDB u nogrotosbte ¢aiin Doctor.pm.init.sql uz apxuea db.tar

sudo mysql -u root -proot2025

CREATE DATABASE "Doctor.pm™ DEFAULT CHARACTER SET = 'utf8mb4’ DEFAULT COLLATE =
'utf8mb4_unicode_ci';

Exit
sudo mysql -u root -p Doctor.pm < Doctor.pm.init.sql

UPDATE mysql.user SET plugin = 'mysql_native_password' WHERE User = 'root’;

FLUSH PRIVILEGES;

CREATE USER 'doctorpm'@'%' IDENTIFIED BY 'Doctorpm2025';

GRANT ALL PRIVILEGES ON *.* TO 'doctorpm'@'%' IDENTIFIED BY 'Doctorpm2025' WITH
GRANT OPTION;

FLUSH PRIVILEGES;

QUIT;

8. YcraHoBka .NET SDK u ASP.NET Core:
Heobxoaumo ycraHoBuTb dotnet-sdk-8.0 u aspnetcore-runtime-8.0. UHCcTpyKumA:



https://wiki.astralinux.ru/pages/viewpage.action?pageld=41192241

9. YcraHoBKa Nginx:

sudo apt install nginx -y
sudo systemctl enable nginx
sudo systemctl start nginx

whereis nginx

sudo nginx -t

10. C6opKa u nybankauua npunoxkeHua doctor.pm:

sudo mkdir -p /var/webapp/doctor.pm/
Buiknaovieaem nonyuennslii apxue ¢ pazoen /var/webapp/doctor.pm/

sudo chmod 0755 /var/webapp/doctor.pm /doctor.pm.api/
sudo chmod 0755 /var/webapp /doctor.pm /doctor.pm.site /

Konupyem daiinbi doctor.pm.api.service u doctor.pm.site.service B /etc/systemd/system/

11. YcraHOBKa cepBUCcOB paboTbi:

sudo systemctl enable doctor.pm.api

sudo systemctl start doctor.pm.api.service
sudo systemctl status doctor.pm.api.service
sudo systemctl enable doctor.pm.api.service
sudo journalctl -u doctor.pm.api.service
sudo systemctl enable doctor.pm.site

sudo systemctl start doctor.pm.site.service
sudo systemctl status doctor.pm.site.service

sudo systemctl enable doctor.pm.site.service

sudo journalctl -u doctor.pm.site.service

12. BHocum nameHeHua B pann HacTpPoeK nginx:

sudo nano [etc/nginx[sites-enabled/default

3amenump mexkcm 6ce2o ¢haiina Ha OAHHBLIL:
#
# doctor.pm API server configuration
# |etc/nginx/sites-enabled/default
#

# Doctor.pm SITE server configuration
server {
listen 80;



https://wiki.astralinux.ru/pages/viewpage.action?pageId=41192241

13.

server_name %IP Cepsepa%:;
location | {
proxy_pass http://localhost:5000;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
# proxy_set_header Connection $connection_upgrade;
proxy_set_header Host $host;
proxy_cache_bypass $http_upgrade;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

}
}

# Doctor.pm API server configuration
server {
listen 80;
server_name 127.0.0.1;
location [ {
proxy_pass http://localhost:5005;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
# proxy_set_header Connection $connection_upgrade;
proxy_set_header Host $host;
proxy_cache_bypass $http_upgrade;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
}
}

>Ctl+X > Y

3aBepLluaem HaCTPOMKY U 3anyCcKaem CanT:

sudo nginx -t

sudo systemctl restart nginx

OTtkpbiBaeM Gpay3ep u B okHO nueM http://%IP Cepsepa%;




